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Description 

[0001] This invention relates to time-domain reflectometry and more particularly to a time-domain reflectometry ap- 
paratus and method for performing measurements on an active coaxial network. 

5 

Bacicground of the Invention 

[0002] It is desirable to be able to perform time-domain reflectometry analysis of networl< cables, for example Eth- 
ernet/IEEE 802.3 coaxial cable systems, to assist in the isolation and repair of cable faults and other network problems. 
10 Such determination will typically employ a time-domain reflectometer which transmits a series of pulses into the network 
cabling and determines the existence and location of cabling faults based on the reflections received in response to 
the pulses and the amount of time between the pulse transmission and the received reflection. 
[0003] The time-domain reflectometer is also useful in measuring exact cable length which may be desirable in 
certain network applications. 

15 [0004] The International Standards Organization (ISO) has set forth a standard reference model of an open systems 
interconnection (OSI) to define the way that participating network nodes interact for exchanging information. This stand- 
ard provides for seven layers of protocol, wherein the first layer is the physical communication layer wherein nodes of 
a network are physically Interconnected in some manner. All other communications beyond the first layer are not phys- 
ically connected but appear to be to the user. 

20 [0005] In an Ethernet system, access to the network Is provided via a carrier sense multiple access with collision 
detection (CSMA/CD) standard. In such a system, a station that wishes to transmit will first determine whether the 
network is cun-ently in use (can-ier sense) and if the network is not in use, the station will begin transmitting. Also the 
CSMA/CD system includes collision detection wherein if the station begins transmitting and soon thereafter detects a 
collision between its transmission and the transmission of another station, which may not have been readily apparent 

25 prior to transmitting because of propagation delays along the network, the station detecting the collision will take cor- 
rective action. In the case of an Ethernet system, this corrective action consists of sending a jam pattern which the 
other transmitting station, which was collided with, will recognize to indicate a collision did occur. Retransmission is 
then accomplished according to a "back-off algorithm" wherein each of these two or more stations involved in the 
collision will wait a random amount of time before retransmitting. Thus, the Ethernet system makes use of collision 

30 between station transmissions to efficiently regulate access to the network by various nodes. 

[0006] When performing time-domain reflectometry on an active network, however, the pulses which are generated 
by the time-domain reflectometer are of such short duration as to go undetected by any of the carrier sense/collision 
detection systems that are designed in accordance with the international standards for Ethernet, for example ANSI/ 
IEEE Standard 802.3. Therefore, when a collision does occur between a time-domain reflectometry pulse and data 

35 transmitted by a station on the network, the transmitting station does not detect it, and bit errors will be generated in 
the station's transmitted data by the time-domain reflectometry pulses. The error will likely be eventually detected at 
a higher layer in the protocol scheme; however, the higher in the protocol layers that error detection occurs, the longer 
it takes for a timeout to be completed based on the bit error that was caused by the collision with the time-domain 
reflectometry pulse. For example, in an Ethernet system, level 3 and level 4 timeouts are in the area of two to three 

^ seconds long. Higher level timeouts can be up to one minute long or more. Such delay is noticeable to network users 
and can lead to user dissatisfaction with the network. 

[0007] In order to avoid problems with data corruption from time-domain reflectometry pulses, heretofore it has been 
necessary to bring the network down or inform all users to stop using the network and observe a network silence period 
while network diagnostics (particularly time-domain reflectometry) were performed. Such solutions are unsatisfactory 
45 as they tend to interfere with user confidence in the network. Also, network silence may not be observed by all users. 
It is desirable to perfomi testing and measurement on active networks since some network problems may only arise 
when the network is active and problems may be difflcult to solve if they cannot be detected and observed by a technician 
as they are occurring. 

50 Summary of the Invention 

[0008] Aspects of the present invention are set out in the accompanying claims. 

[0009] NTZ NACHRICHTENTECHNISCHE ZEITSCHRIFT, vol. 47. no. 4, April 1994, BERLIN DE. pages 242-246. 
XP000443232 KNUTZ: 

55 

•ECHOMESSTECHNIK MACHT LAN TRANSPARENT' discloses arrangements for detecting the location of cable 
faults in a CSMA/CD network system by pulse echo detection. The disclosed echo measurement instrument pro- 
duces a "collisions" signal which is recognised by the system and intenupts the data flow during the measuring 
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period. 

[0010] According to the preferred embodiment of the invention, a time-domain reflectometer is provided wherein 
time-domain reflectometry is performed on an operating network without causing bit errors that would be undetected 

s by the media access control level protocol. A collision detector is provided wherein any potential collisions between 
the time-domain reflectometry pulse and other data frames on the network are detected and an intentional collision is 
then generated thereby causing retransmission at a lower level in the protocol stack. The time-domain reflectometer 
is connected to the network through a crossover network and pulses are sent through an AC path while the network 
is inactive, thus paralleling the CSMA/CD operation of an Ethernet by waiting for. a clear channel before transmitting. 

10 A frame detector watches the network for an amount of time corresponding to the propagation delay of a maximum 
length Ethernet segment plus some margin of time and if a potential collision is observed, a collision is enforced by 
placing a DC bias on the crossover network to simulate a frame transmission, thereby causing the collision detect 
circuits in media access units of other stations or nodes on the network to detect a collision. 
[001 1] An arrangement embodying the present invention will now be described by way of example with reference to 

15 the accompanying drawings, wherein like reference characters refer to like elements. 

Brief Description of the Drawings 
[0012] 

FIG. 1 is a block diagram of an instrument embodying a time-domain reflectometer according to the present in- 
vention; 

FIG. 2 is a block diagram of particular portions of the instrument of FIG. 1 when configured to operate as a time- 
domain reflectometer; 

FIG. 3 is schematic diagram of an implementation of a specific crossover network according to the present inven- 
tion; 

FIG. 4 is a timing chart illustrating the time relationship between the time-domain reflectometry pulse generation 
and the detection of potential collisions; 

FIG. 5 is a diagrammatic representation of an Ethernet having two coaxial cable segments and a repeater there- 
between; 

FIGS. 6 and 7 together comprise a flow chart of a time-domain reflectometry operation according to the present 

invention; and 

FIG. 8 is a block diagram of a particular implementation of window timing circuit 76 of FIG. 2. 

35 Detailed Description 

[0013] Referring now to FIG. 1, a block diagram of an instrument embodying the present invention, the instrument 
10, a network analysis and measurement instrument, comprises a processor 12 (CPU) which interfaces with read only 
memory 14 (ROM) and random access memory 16 (RAM), real time clock 18, keyboard and indicators 20, display 22 
40 and speaker 24. Keyboard and indicators 20, display 22 and speaker 24 suitably provide a user interface to enable 
information to be reported to and received from a user. The display and speaker provide visible and audible information 
to the user, while the keyboard and indicators both receive information from the user via key strokes and provide 
information to the user by, for example, Illuminating indicator LEDs to provide status or event indication. In a particular 
embodiment, the indicators may comprise separate indicators to ascertain frame errors, collisions on an Ethemet, 
45 polarity problems, and activity Indicators to denote the status of the network. The indicators may further comprise a 
utilization status, wherein the percentage of network utilization may be displayed to convey how busy the networic is. 
[0014] Refenring further to FIG. 1. the CPU 12, ROM 14. RAM 16, clock 18, keyboard 20, display 22 and speaker 
24 together comprise the processor sub-system 28. An analog measurement sub-system 30 is also provided and 
comprises a field programmable gate array 32 (FPGA) which is configurable to provide a series of analog measure- 
so ments, including time-domain reflectometry system 34 (TDR), level measurement 36, DC resistance measurement 38 
and interpolator 40 which is used in conjunction with TDR and other measurements. The analog sub-system 30 also 
includes block 42 which comprises control/data registers, digital-to-analog converter (DAC), display contrast control 
(DISP CONT) and display temperature compensation control (DISP COMP). 

[001 5] The analog sub-system 30 is interconnected to the processor via the field programmable gate array 32. Block 
55 42 is also accessible via a buffered byte bus to the processor 12. 

[001 6] The various analog measurement components 34, 36, 38 and 40 connect to network access block 44 which 
comprises an active T configuration to allow access to the network for performing tests and operations thereon. Another 
sub-system comprises the node card/network interface sub-system 46 wherein the node card block 48 suitably com- 
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period. 

[0010] According to the preferred embodiment of the invention, a time-domain reflectometer is provided wherein 
time-domain reflectometry is performed on an operating network without causing bit errors that would be undetected 

5 by the media access control level protocol. A collision detector is provided wherein any potential collisions between 
the time-domain reflectometry pulse and other data frames on the network are detected and an intentional collision is 
then generated thereby causing retransmission at a lower level in the protocol stack. The time-domain reflectometer 
is connected to the network through a crossover network and pulses are sent through an AC path while the network 
is inactive, thus paralleling the CSMA/CD operation of an Ethernet by waiting for a clear channel before transmitting. 

to A frame detector watches the network for an amount of time corresponding to the propagation delay of a maximum 
length Ethernet segment plus some margin of time and if a potential collision is observed, a collision is enforced by 
placing a DC bias on the crossover network to simulate a frame transmission, thereby causing the collision detect 
circuits in media access units of other stations or nodes on the network to detect a collision. 
[001 1] An arrangement embodying the present invention will now be described by way of example with reference to 

15 the accompanying drawings, wherein like reference characters refer to like elements. 

Brief Description of the Drawings 
[0012] 

20 

FIG. 1 is a block diagram of an instrument embodying a time-domain reflectometer according to the present in- 
vention; 

FIG. 2 is a block diagram of particular portions of the instrument of FIG. 1 when configured to operate as a time- 
domain reflectometer; 

25 FIG. 3 is schematic diagram of an implementation of a specific crossover network according to the present inven- 

tion; 

FIG. 4 is a timing chart illustrating the time relationship between the time-domain reflectometry putse generation 
and the detection of potential collisions; 

FIG. 5 is a diagrammatic representation of an Ethernet having two coaxial cable segments and a repeater there- 
to between; 

FIGS. 6 and 7 together comprise a flow chart of a time-domain reflectometry operation according to the present 
invention; and 

FIG. 8 is a block diagram of a particular implementation of window timing circuit 76 of FIG. 2. 
35 Detailed Description 

[0013] Referring now to FIG. 1, a block diagram of an instrument embodying the present invention, the instrument 
10, a network analysis and measurement instrument, comprises a processor 12 (CPU) which interfaces with read only 
memory 14 (ROM) and random access memory 16 (RAM), real time clock 18, keyboard and indicators 20, display 22 
40 and speaker 24. Keyboard and indicators 20, display 22 and speaker 24 suitably provide a user interface to enable 
Information to be reported to and received from a user. The display and speaker provide visible and audible information 
to the user, while the keyboard and indicators both receive Infonmatlon from the user via key strokes and provide 
information to the user by, for example, illuminating indicator LEDs to provide status or event indication, in a particular 
embodiment, the indicators may comprise separate indicators to ascertain frame enters, collisions on an Ethemet, 
45 polarity problems, and activity indicators to denote the status of the network. The indicators may further comprise a 
utilization status, wherein the percentage of network utilization may be displayed to convey how busy the network is. 
[0014] Referring further to FIG. 1, the CPU 12, ROM 14, RAM 16, clock 18, keyboard 20, display 22 and speaker 
24 together comprise the processor sub-system 28. An analog measurement sub-system 30 is also provided and 
comprises a field programmable gate array 32 (FPGA) which is configurable to provide a series of analog measure- 
so ments, including time-domain reflectometry system 34 (TDR), level measurement 36, DC resistance measurement 38 
and interpolator 40 which is used in conjunction with TDR and other measurements. The analog sub-system 30 also 
includes block 42 which comprises control/data registers, digital-to-analog converter (DAC), display contrast control 
(DISP CONT) and display temperature compensation control (DISP COMP). 

[001 5] The analog sub-system 30 is interconnected to the processor via the field programmable gate array 32. Block 
55 42 is also accessible via a buffered byte bus to the processor 1 2. 

[0016] The various analog measurement components 34, 36, 38 and 40 connect to network access block 44 which 
comprises an active T configuration to allow access to the network for performing tests and operations thereon. Another 
sub-system comprises the node card/network interface sub-system 46 wherein the node card block 48 suitably com- 
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prises circuitry that emulates a TMS380C26 network controller card. The network interface block 50 can include various 
interface functions for the particular networks of interest, for example. Ethemet in the specific described embodiment, 
or Token-Ring or other network standard interfaces. The network interface also connects through the network access 
44 to the network. 

5 [001 7] The instrument is powered via battery 52/power supply 54. The battery block suitably comprises rechargeable 
batteries, for example nickel cadmium batteries, to enable multiple reuse cycles. 

[0018] FIG. 2 is a block diagram of particular portions of the instrument of FIG. 1 when configured to operate as a 
time-domain reflectometer. Referring to FIG. 2, the time-domain reflectometer according to the present invention in- 
cludes a pulse generator 60 which' is coupled to a driver 62 wherein the output of the driver is supplied to a ftrst leg of 

10 the primary 64P of transformer 64, while the second leg of the primary of the transformer is grounded. A first leg of the 
secondary 64S of transformer 64 is attached to the center conductor of the cable connector 66. The second leg of the 
secondary of transformer 64 is connected to an end of the parallel combination of resistor 68 and bypass capacitor 70 
wherein the opposing ends of the resistor and capacitor are connected to ground. Resistor 68 is suitably 50 OHMS in 
order to provide the proper termination impedance for a DC path to the cable connector. Other impedances are suitably 

IS employable in accordance with the requirements of the particular networic. Capacitor 70 provides a bypass for high 
frequency signals to ground. 

[0019] Also supplied is a switched current source 72 which connects with switch 71 between the second leg of 
secondary 64S and ground, also in parallel with resistor 68 and capacitor 70. Pulse generator 60 provides a leading 
edge signal 74 which is received by window timer 76. The output of window timer 76 is provided to OR gate 78 as a 

20 first input thereto. A reset signal 77 (RST) is also supplied to the window timer. 

[0020] A detector 80 couples with the first leg of the primary of transformer 64 and the output thereof is supplied to 
a comparator 88 while a second input of the comparator 88 is provided by digital-to-analog converter 90 as input signal 
TDR_V 92. The output of the comparator 88 is supplied to counter/interpolator block 89, which is in communication 
with the CPU 12 (FIG. 1) as described hereinbelow. The counter/Interpolator receives the leading edge signal 74 from 

25 pulse generator 60. Portions of counter/Interpolator block 89 conrespond to interpolator 40 of FIG. 1 . 

[0021] Input from the networi< via connector 66 is provided to a comparator 82 wherein the comparator generates 
an output signal BNCNRG 84 which is supplied to the second input of AND gate 78. The AND gate generates an output 
signal 86 (collision). The BNCNRG signal 84 is further provided to pulse generator 60. The output signal 86 (collision) 
is provided as an input to window timer 94, and the output thereof comprises a FORCE^B signal 96. The FORCEPS 

30 signal is conveyed back to switch 71 for governing the operation thereof as described hereinbelow in conjunction with 
FIG. 2 and FIG. 3. 

[0022] In operation, when time-domain reflectometry operations are to be performed, the pulse generator 60 gener- 
ates a pulse supplied to driver 62 which is thereby coupled through the primary 64P of transformer 64 to the secondary 
64S and to cable connector 66 to be provided along the Ethernet cable. The transformer provides an AC path for 

35 transmission and reception of pulses on the networi<. it should be noted that the BNCNRG signal 84, which indicates 
that the carrier is present on the networi^, supplies the pulse generator with a earner detection input. If carrier is present, 
the pulse generator will wait until the carrier drops before generating the TDR pulse. Simultaneously with the generation 
of the pulse, the leading edge signal 74 is asserted which, when received by window timer 76, begins a timing period 
to indicate when to monitor for the presence of collisions. Thus, collision signal 86 will not be asserted unless window 

40 timer 76 has asserted its output to provide the window timing output. Once the pulse has been generated and coupled 
to the Ethernet cable, any return energy will be detected by detector 80. The returning pulse energy is received by 
comparator 88 and in accordance with the levels of TDR_V 92 set by digital analog converter 90, the comparator 88 
will detect pulse returns of a specified magnitude. The magnitude thus specified allows positive and negative pulses 
to be detected of varying magnitudes which also allows multiple faults to be detected by adjustment of the level of 

45 TDR_V along with timing as discussed hereinbelow. 

[0023] Once sufficient time has passed such that any pulses sent by pulse generator 60 would have returned and 
been detected by comparator 88 via detector 80, window timer 76 asserts its output which thus enables one leg of the 
AND gate 78. Once so enabled, any energy appearing at cable connector 66 will be detected by comparator 82, Upon 
detecting such voltage on the line, comparator 82 will generate the output signal BNCNRG 84 indicating that trans- 

50 missions are occurring on the Ethernet. Thus, with the BNCNRG signal asserted In conjunction with the window timer 
output signal being asserted, both inputs to AND gate 78 are true as will result in the output of the AND gate 78 going 
high indicating a collision has potentially occurred. The window timer 76 provides several timing windows, a first window 
(window 0) wherein the output of the timer is low indicating that no collision detection should be taking place, followed 
by a second window period (window 1) which is a specific time frame wherein the output of window timer 76 is high, 

55 thus allowing any energy detected by comparator 82 to result in a collision detection that is then employed to force a 
collision as noted hereinbelow. The window 1 period suitably ends after an amount of time equal to the Ethernet slot 
time (plus a small margin) has passed following the transmission of the TDR pulse. The reason that this time period 
is chosen is to account for the possibility that the TDR instrument according the present invention is connected to a 



4 



EP 0 691 546 B1 



10 



network near one terminal end of the network while a transmitting station is positioned at the opposite extreme end of 

the network and the transmitting station begins its transmission just prior to the TDR pulse arriving at the far end of 

the network. Therefore the propagation delay from one end of the network to the other is accounted for and the window 

1 period thus ends at a time equal to twice the end-to-end delay across an entire Ethernet network. 

[0024] According to the Ethernet specification, a network segment can be no greater than 500 meters. 

[0025] The velocity factor of a typical coaxial cable employed with Ethernet is 0.77, so the round trip delay time of a 

maximum length Ethernet segment would be as follows: 

500 meters X 2 >. oo • j 

- 4.33 microseconds 



(0.77 X 300.000,000 meters per sec.) 



[0026] In the above fonmula, 500 is the length in meters of the network segment, which is multiplied by 2 to account 
for the round trip propagation. 

The speed of light is 300,000,000 meters per second and is multiplied by the velocity factor of the Ethernet coaxial 
15 cable (0.77) to complete the determination of round trip propagation time of a pulse. The 4.33 microsecond value sets 
the minimum time for ending the window 0 period and beginning the window 1 period. 

[0027] An Ethernet network may comprise more than one segment with repeaters therebetween, so the window 1 

period accounts for the possible delays across repeaters and segments for a maximum size network. 

[0028] Once the window 1 period has ended, suitably 51.2 microseconds after the pulse was sent (plus a small 

20 margin of time), a length of time equal to an Ethernet slot time (the upper bound on the collision vulnerability of a given 
transmission), then window 1 is finished and the window timer output again goes low to provide a third window period 
(window 2). During the window 2 period, any subsequent frame data that appears on the Ethernet is not intentionally 
collided with, since the data did not appear on the network in a time period as would give rise to a suspicion of collision 
with the TDR pulse. Prior to subsequent TDR pulse/collision detect periods, window timer 76 is reset by asserting RST 

25 signal 77 to ensure a new timing cycle. 

[0029] If a collision is detected, then a collision is forced on the system, since the TDR pulse generated is of such a 
short duration that It would likely not be detected as a collision by any of the stations or nodes on the Ethernet. The 
present invention therefore provides collision enforcing, enabling low protocol level time outs to occur rather than 
requiring that corrupted data be passed to higher protocol levels for detection of the data errors resulting from the 

30 collision, which would result in long time outs noticeable to the user. 

[0030] If a collision is detected in accordance with the operation discussed hereinabove, then it is advantageous to 
force a collision. In accordance with the Ethernet specification, if a collision is detected by a transmitting station, then 
transmission must terminate and a "jam" must be transmitted to ensure that all stations that are participating in the 
collision also recognize that it has occurred. A "jam" is suitably defined as 4 bytes of arbitrary data. In accordance with 

35 the present invention, the transmission of arbitrary jam data is simulated by the application of a DC bias to the network 
cable via connector 66. This DC bias is suitably applied by the switching on of switch 71 whereby current source 72 
is then connected to the Ethernet cable. The cun-ent source is such that the DC bias applied to the Ethernet cable is 
approximately -1 volts which simulates the transmission of data, given the Ethernet signal levels of 0 and -2 volts and 
the Manchester encoding of the data called for by the Ethernet specification, wherein a transition occurs in the middle 

<o of every bit cell. With Manchester encoding, the first half of the bit cell contains the complement of the bit value and 
the second half of the bit cell contains the true value of the bit. Thus, the Manchester encoded data has a 50 percent 
duty cycle. The data rate is 10 megabits per second which provides a 100 nanosecond length bit ceil. 
[0031] The DC bias applied to the network cable is asserted for sufficient time to allows the jam to propagate through 
the system, crossing any repeaters that may be present, thereby allowing all participating stations to recognize that a 

45 collision has occun-ed. Once a sufficient time has passed, the DC bias is removed by opening switch 71 that connects 
the current source to the secondary of transformer 64S. Thus, the Ethernet back-off algorithm, wherein stations that 
have participated in a collision delay a random amount of time before retransmitting, will be employed by stations 
involved in the collision. The Ethernet back-off algorithm for retransmission is fairiy efficient and by simulating the 
collision as noted hereinabove, the TDR apparatus according to the present invention allows quick recovery from any 

50 collisions with the TDR pulses. When performing TDR, multiple numbers of pulses are typically generated in order to 
provide high resolution over multiple measurements, so the quick recovery from collisions is highly advantageous. 
[0032] Refenring still to FIG. 2. once the collision signal 86 is generated, indicating that acollision has been detected 
by the TDR apparatus, window timer 94 receives the collision signal which results in timer 94 asserting an output signal 
96 (FORCE_B) for a period of time determined in accordance with the characteristics of the window timer. The 

55 FORCE_B signal controls operation of switch 71 such that when FORCE^B is asserted, switch 71 is closed, thereby 
connecting current source 72 to cable connector 66 through the secondary side of transfomner 64. When FORCE.B 
is deasserted, switch 71 is open and the current source is disconnected from the cable connector. The amount of time 
that FORCE.B is asserted is suitably the amount of time dictated by the Ethernet collision protocol (i.e.. the 8-byte 
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20 



time preamble transmission period plus the jam transmission period of 4 byte time lengths), which in a 10 megabit per 
second Ethernet system is 9.6 microseconds. 

[0033] Referring now to FIG. 3, a schematic diagram of a particular driven crossover network, this implementation 
will be described. The driven crossover network comprises, as discussed hereinabove, the transformer 64, the primary 
of which is connected to a driver 62. and a detector 80 for providing TDR pulses and detecting the same. The second 
leg of the primary of the transformer is connected to ground. The secondary of the transformer is connected to the 
connector 66 which suitably interfaces with the Ethernet. The second leg of the transformer secondary is connected, 
as noted hereinbefore, to impedance 68 which is suitably a 50 OHM resistor in a particular application, to provide the 
proper termination on the Ethernet, so as to not result in reflections or other problems which would appear as a result 
of an improperly terminated node. Bypass capacitor 70 bypasses high frequency components to ground. The trans- 
former provides an AC path for signals, while the resistor provides the proper DC termination. Capacitor 70 removes 
the effect of resistor 68 for AC path signals. 

[0034] Also connected to the second leg of the secondary of transformer 64 is the output of switching and current 
source circuit 71 , 72 which con-esponds to the switch 71 and current source 72 of FIG. 2. The switch and current source 
15 circuit 71 , 72 comprises a resistor 1 00 which is connected between the secondary of transfonner 64 and the collector 
of NPN transistor 102. The emitter of transistor 102 is connected to a voltage supply, suitably a -5 volts, while the base 
of transistor 1 02 is coupled to the collector of PNP transistor 1 06 by way of resistor 104. The emitter of transistor 1 06 
receives a +5 volt supply, while the base of transistor 106 is supplied the FORCE^B signal 96 (FIG. 2) via resistor 108. 
[0035] In operation, when the FORCE^B signal Is asserted to force the bias to be applied to the networi< for forcing 
a collision when a collision has been detected, the transistor 106 is turned on whereby transistor 102 Is then turned 
on. thereby applying bias to the networi<, as dropped by resistor 100 to approximately -1 volt. This bias simulates a 
jam signal being transmitted on the networi<, and the window timer 94 (FIG. 2) assures that the FORCE_B signal 
remains active for a time to cause both transistors 106 and 102 to conduct for a sufficient period of time to result in a 
bias being applied for sufficient duration to allow the collision to be detected across the network, even if the signal 
25 needs to propagate across any repeaters in the networi^. 

[0036] In accordance with the time-domain reflectometry instrument of the present Invention, TDR pulses are sent 
out across the network. The typical pulse length is 125 nanoseconds. Such a pulse will propagate throughout the 
network but will not likely be recognized as a collision by transmitting stations on the networi^. However, even though 
the various transmitting stations will not recognize this collision, the pulse is capable of creating bit errors in the data 
transmitted by a particular station. Thus, as noted hereinabove, the bit errors will go undetected by the low-level trans- 
mission protocol and will require that the next level up or higher protocol determine that a data error has occurred. The 
difficulty with not detecting the bit en^or at the lower level protocol is that the higher level protocol may require 3 or 4 
seconds or more before timing out or otherwise determining that an en-or has occurred. In performing the time-domain 
reflectometry, a large number of pulses are sent out in order to increase resolution and obtain accurate measurements. 
Thus, the multiple pulses will collide with frames which will result in retransmission of the frames, but the continued 
pulses of the TDR operation will potentially collide with the resent frames and therefore the network can slow down. 
Therefore, in accordance with the invention as noted hereinabove, when the various media access units of the stations 
on the network see that the DC voltage level on the Ethernet cable (in a coaxial environment) has dropped below the 
voltage that would be expected from one station transmitting to the voltage level as would occur when two or more 
stations were transmitting, the station transmitting data which has been con\ipted by the TDR pulse will recognize a 
collision has occurred. Ethernet handles collisions very efficiently, so the present invention advantageously makes use 
of this efficient collision handling by transmitting a TDR pulse, typically 125 nanoseconds in length, and then waiting 
for an Ethernet slot time while observing whether any frames are received during that slot time. If a frame does occur 
during that slot time, and assuming a maximum allowable length network (according to the Ethernet protocols and 
standards) is present, then a bit error may have been caused in the frame by the previously sent pulse. Rather than 
do nothing and hope a bit error did not occur, according to the present invention, a collision is forced by employing a 
DC signal applied to the cable that appears to other stations on the networic to be a transmitting station as far as 
collision detection is concerned. That DC bias propagates back to the station transmitting the collided-with frame and 
that station recognizes that Its transmission has been collided with and will back off (voluntarily delay retransmitting in 
order to reduce the load on the networi^) and retry the transmission according to the Ethernet back-off protocol. The 
back-off protocol is such that if a station is involved in a collision, a station will wait a random amount of time before 
attempting to retransmit. When a station is first involved in a collision, it will either retransmit immediately or wait one 
Ethernet slot time (which is 51.2 microseconds). After again retrying, if the station is involved in a collision a second 
time, it will next randomly select a wait time of zero to three slot times. If involved In still a further collision, this station 
will next randomly wait any one of zero to seven slot times. This process continues with the wait time being randomly 
selected from a range of zero to 2"-1 slot times up to n = 10. 

[0037] In an Ethernet environment, the physical layer is the lowest protocol layer and provides a 10 megabit per 
second physical channel through a coaxial cable medium. The physical layer performs two functions that are associated 
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with physical channel control, data and coding, which include preamble generation/removal for synchronization and 
bit encoding and decoding, as well as channel access which includes bit transmission and reception, carrier sense 
which indicates traffic on the channel and collision detection. Thus, in accordance with the present invention, collision 
of a TDR pulse with other data transmitted by other stations on the channel is detected at the physical layer level and 
is suitably responded to in the most rapid and efficient manner available on the Ethernet. The present invention therefore 
provides the ability to perfomri TDR measurements on an active network without degrading network throughput. Once 
a collision Is detected by the physical layer, a data link layer Is notified and collision handling begins wherein a collision 
is enforced by the transmission of a bit sequence called a jam, thereby ensuring that the duration of the collision is 
sufficient to be noticed by the other transmitting station or stations. In the present application, since the TDR pulse is 
of insufficient duration to be noticed by other stations on the Ethernet, the collision is enforced by the application of 
the bias via the driven crossover network discussed hereinabove with reference to FIGS. 2 and 3. The Ethernet spec- 
ification requires that if a collision occurs during the transmission of a preamble (a 64-bit synchronization transmission 
that precedes all frame/packets that are sent by a station), then the preamble must be completed and then be followed 
by a 4-byte jam pattern. If the preamble has already been completed, then a 4-byte jam pattern is sufficient. This 
requirement ensures that a frame is transmitted for sufficient time to propagate the collision throughout the network, 
which may include a number of repeaters. Since the preamble is 64 bits (8 bytes) and the 4-byte jam pattern (32 bits) 
is required, a corresponding 1 2-byte time length bias is the minimum that should be applied by the apparatus. Therefore, 
the FORCE^B signal referred to hereinabove with reference to FIG. 3 and FIG. 2 is maintained for 1 2-byte times which 
is equal to 9.6 microseconds. This value is obtained as follows: since the Ethernet is a 10 megabit per second system, 
one bit time is 100 nanoseconds. One byte is 8 bits, which equals 800 nanoseconds times 12 bytes equals 9600 
nanoseconds which equals 9.6 microseconds. 

[0038] As noted hereinabove with reference to FIG. 2, a comparator 82 detects whether any frame transmissions 
occur during the period following the transmission/return reception of the TDR pulse and the remainder of time in an 
Ethernet slot time (an Ethernet slot time is suitably 51,2 microseconds, which is the maximum network end-to-end 
round trip delay for a bit transmitted on a segment of the network). If such energy is detected by comparator 82, then 
as noted above the BNCNRG signal 84 is asserted and if the energy is detected during the appropriate window time, 
the window timer 76 output is also asserted resulting In a collision indication.' 

[0039] Referring now to FIG. 4, a timing chart illustrating the relation of the generation of a TDR pulse and the 
detection of a collision, the timing of the window timer 76 in conjunction with the output of a TDR pulse and the operation 
of the comparator 82 (of FIG. 2) may be better understood. In FIG. 4, the TDR pulse is represented by the "pulse 
generator 60 outpur line. At time TO. the TDR pulse is generated and output through the cable connector 66 (FIG. 2). 
Simultaneously with the generation of the pulse, the signal leading edge 74 goes from low to high which, supplied to 
window timer 76, instructs the timer to begin its timing sequence. The output of window timer 76 remains low until time 
T1 occurs 8.125 microseconds after TO, which is a sufficient amount of time for the TDR pulse to propagate round trip 
on a maximum length Ethernet segment (4.33 microseconds plus a margin of time to enable, for example, testing for 
over length segments). At time T1, the output of window timer 76 goes high whereupon the window period begins for 
detecting frames on the Ethernet which may have potentially been collided with by the TDR pulse. This period lasts 
until time T2, which is suitably 51.325 microseconds after T1, since as noted hereinbefore, the collision, if any, will 
occur within an Ethernet slot time (51.2 microseconds). Once the 51.325 microsecond time period has elapsed, then 
at time T2, the output of window timer 76 goes low which prevents any traffic on the network from being mistakenly 
Interpreted as a collision, since the time period during which a collision might have occurred has now passed. The 
window 2 time period continues until a reset occurs. Upon assertion of reset signal RST 77, the window timer is reset, 
whereupon subsequent TDR pulses and measurements can occur. 

[0040] FIG. 5 is a diagrammatic representation of an Ethernet having two coaxial cable segments with a repeater 
therebetween. A first cable segment 110 includes several representative stations 112 thereon, also known as nodes, 
wherein each station or node is attached to the coaxial cable segment 110 by a cable tap 114. Each end of an Ethernet 
segment is terminated by a 50 OHM terminator 1 1 3, which provides a termination impedance equal to the characteristic 
impedance of the networi< cable, thereby eliminating reflection from the ends of the cable. However, when performing 
TDR in accordance with the instrument described herein, the TDR apparatus 1 0 replaces one of the 50 OHM terminators 
at one end of the segment being tested. The location of the instrument 10 in FIG. 5 is for illustrating placement when 
performing a typical TDR operation; if not performing TDR. the TDR apparatus can be suitably attached to the networi< 
at any node and function as a station on the network. Between each of the respective stations and taps are cables 116 
which connect the node or station to its respective cable tap. A second cable segment 118 is also illustrated wherein 
the segment is terminated at each end by 50 OHM terminators 113 and wherein three representative stations 112 are 
present on the second segment, connected via cables 116 and cable taps 114 to the segment 118. Disposed between 
the two cable segments 110 and 118 is a repeater 120, wherein the repeater interconnects the two segments, a cable 
tap and connector cable 114 and 116 connecting the repeater to second segment 118 and a separate cable 116 and 
tap 114 connecting the repeater to the first segment 110. A transmission of data that occurs on either segment of 110 
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or 118 will be repeated and retransmitted on the other segment by the repeater. 

[0041] The operation of the TOR is such that various reflections of different magnitudes and polarities may be de- 
tected, to allow isolation of multiple faults in a system. The level and polarity of the reflection that is to be detected is 
set by TDR_V signal 92 (FIG. 2) which is generated by the digital analog converter 90 under direction of CPU 12 (FIG 
1). Thus, comparator 88 will detect a return pulse when the pulse exceeds the magnitude of TDR V Once such a 
pulse IS detected, the comparator supplies a signal to counter/interpolator circuit 89 indicating that the'retum pulse has 
been detected. The counter and interpolator thereby provides an accurate determination of the amount of time elapsed 
between the leading edge of the pulse, as conveyed to the counter/interpolator by leading edge signal 74 and the 
receipt of the return pulse by comparator 88. The interpolator is employed to provide higher accuracy and mor^ precise 
timing of the retum pulse. In the preferred embodiment, this interpolation is accomplished according to a dual slope 
interpolation circuit, which is well known in the art. The counter/interpolator circuit also includes a counting and masking 
function which allows various faults to be masked off whereby faults of lesser magnitudes can be detected by ignoring 
known faults of greater magnitudes. For example, if a large magnitude fault is detected at a time T, comparator 88 will 
indicate the presence of that fault each time at T, since when TDR.V is set to a lower level for detection of smaller 
magnitude faults, the large magnitude fault will always be greater than the TDR_V level. Therefore counter/interpolator 
circuit 89 in conjunction with commands from CPU 12 will effectively ignore the detection of the large fault by the 
comparator, instead responding and timing the lesser fault. By successively lowering the level of TDR V a series of 
faults of vanous magnitudes can be detected, whereupon subsequent determination of a fault may be employed to 
provide further masking whereby more than one fault may be ignored by the operation of the masking function 
[0042] Referring now to FIGS. 6 and 7. which taken together comprise a flow chart of an exemplary TDR operation 
according to the present invention, this typical TDR operation will be described. In the illustrated embodiment the 
particular operation shown is the finding of the largest fault on the networi<. 

10043] The first series of steps in the operation comprise determining the largest positive magnitude fault on the 
networt<. Accordingly, in step 122. the value of TDR.V (FIG. 2) is set to a minimum level above 0 volts. This is accom- 
plished by the CPU instructing digital analog converter 90 (FIG. 2) to generate the appropriate output voltage to be 
L^,l'°.*^® comparator 88 for detecting a fault. Next, a TDR pulse is generated (block 1 24) wherein pulse generator 
60 of FIG. 2 IS instructed by the CPU to generate a pulse of the specified magnitude which in the preferred embodiment 
IS a fixed value. The pulse as generated is passed through driver 62 via transformer 64 to the Ethernet as connected 
to cable connector 66. Once the pulse has been generated, the pulse generator also begins operation of counter/ 
interpolator 89, via generation of leading edge signal 74 (also in FIG, 2). The counter portion of block 89 will then begin 
timing until a reflected pulse is detected. Thus, in step 126. a wait period is observed to allow the pulse to propagate 
across the networi< and return. This wait period is suitably a sufficient period of time for the pulse to return and the 
delay thereof to be calculated. In step 128, the TDR counter is read from the counter/interpolator block 89 of FIG 2 
The counter value is representative of the delay from transmission of the pulse until reception of the pulse and the 
actual delay is easily detennined in time units by multiplication of the counter value by the unit of time per count 
[0044] A determination is now made whether any faults exist, to account for the possibility that there are no faults in 
the system. If there are no faults, then the.counter will have returned a maximal value indicating that no reflected pulse 
was ever received, in such a case, then step 1 32 is performed wherein an indication is saved that no positive magnitude 
faults are present and the positive fault delay is set to zero. The operation then continues at off-page connector B of 
FIG. 7. 

[0045] If in decision block 130. faults were detected, then steps are taken to find any larger faults that may exist 
since the first fault that vras located is known to be at least as great as or greater than the value to which TDR.V was 
initially set (a minimal incremental level above 0 volts). Accordingly, in step 134. the TDR V is incremented to raise 
the input to comparator 88 (FIG. 2) to allow a successively larger fault to be detected (if present) Next a TDR pulse 
IS generated in step 136 and a wait period Is observed in block 1 38 to allow sufficient time for the pulse to retum and 
the delay thereof to be calculated. In step 140. the delay count is read and a determination is again made (decision 
block 142) as to whether any faults greater than or equal to the present magnitude of TDR_V exist. If such faults do 
exist, then the process loops back to continue with block 1 34 wherein TDR.V is again incremented. This incrementing 
pulse, wait, read delay and check for fault series of steps continues until such time as a determination is made iri 
decision block 142 that no faults greater than or equal to the present magnitude of TDR.V (which has been successively 
incremented through the looping of the process) exist. At such time as no such faults are detected, the process enters 
block 144 wherein the maximum positive magnitude fault value is saved (suitably equal to the magnitude of TDR.V 
on the previous loop). In block 144. the delay to the fault is more precisely determined. To make this precise determi- 
nation, the delay that was associated with the largest found fault is used as a masking value for the counter/interpolator 
circuit and additional TDR pulses are sent with the value of TDR.V set to one half the value of the largest fault that 
was just determined, i.e. one half the value of TDR.V on the previous iteration. Therefore, a TDR pulse is sent out 
with TDR.V set at one half the fault magnitude from the previous iteration, and the interpolator ignores any retum 
reflections except the one that occurs at around the delay time of the fault from the previous iteration. A reason that 
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such a method is employed is that a more accurate determination of the delay time to the fault is thereby available 
since the fault time is detemnined to occur at the half way point on the rising edge of the reflected pulse thereby 
providing immunity to noise occurring at the start of the rising edge and at the end of the rising edge of the reflected 
pulse. Once these magnitude and delay values have been stored, processing continues at off-page connector B of 
FIG, 7. 

10046] Referring now to FIG. 7. off-page connector B begins the next series of steps which will determine the largest 
negative magnitude fault on the network. Therefore. In step 146. the value of TDR V (FIG. 2) is set to a minimum level 
below zero (block 146). As in step 122 before, this setting is accomplished by commanding digital-to-analog converter 
90 (FIG. 2) to generate an appropriate output voltage, whereupon the output voltage is' supplied to comparator 88 for 
detecting a fault. Then, in step 1 48, a TDR pulse is generated such that pulse generator 60 of FIG. 2 receives Instructions 
from the CPU to generate a pulse, suitably of a fixed magnitude in the preferred embodiment. The pulse passes through 
driver 62 via transformer 64 to the Ethernet via cable connector 66 and at the same time, the pulse generator starts 
operation of the counter/interpolator via the leading edge signal 74. The counter in block 89 then determines the period 
of time until the reflected pulse is detected. Therefore, in block 150 a wait period is observed to allow sufficient time 
for the negative pulse to propagate through the network and be reflected back and the delay thereof to be calculated 
Once sufficient time has passed to allow the return pulse to be detected, the TDR counter is read to determine the 
delay time to the fault (step 152). Decision block 154 then determines whether any faults exist. If no faults exist then 
the number of negative magnitude faults is set to zero and the time delay to the negative fault is set to zero since no 
faults were detected with the TDR^V comparator input set to a minimum level below zero. Setting these two' valves to 
zero indicates that no negative magnitude faults exist with a magnitude below the minimum level to which TDR V had 
been set. Processing then continues at step 170 which is described herelnbelow, 

[0047] However, in decision block 154, if faults have been detected, then the value of TDR.V is decremented in 
block 1 58 to lower the threshold to attempt to determine the negative magnitude of the negative faults that are present 
A TDR pulse is again generated in block 160 and the round trip delay wait period is observed in step 162 Again in 
block 164. the TDR counter is read to determine the delay between the transmission and reception of the reflected 
pulse. In decision block 166 a determination is made whether any fault exists at this given TDR V magnitude If no 
such fault exists, then the largest negative magnitude fault was equal to the magnitude of the value of TDR_V on the 
previous iteration through the loop 156-166 previous to the current loop. Therefore, in block 168, the negative fault 
magnitude is set equal to the previous value of TDR^V and the delay to this negative magnitude fault is then determined 
to a higher precision in block 1 64. Much like in the case of more precisely determining the delay to the positive magnitude 
fault, the delay to the negative fault is more precisely determined by using the delay that was associated with the largest 
found negative magnitude fault as a masking value for the counter/Interpolator circuit. Then, additional TDR pulses 
are sent with the value of TDR.V set to one half the value of the largest negative fault just determined i e one half 
the value of TDR.V on the previous Iteration. Therefore, a TDR pulse is sent out with TDR.V set at one half the fault 
magnitude from the previous iteration, and the interpolator ignores any retum reflections except the one occurring at 
around the delay time of the fault from the previous iteration. Again, employing such a method enables more accurate 
determination of the delay time to the fault, since the fault timing takes place at the half way point on the falling edge 
of the reflected pulse, thereby providing immunity to noise occurring at the start of the falling edge and at the end of 
the falling edge of the reflected pulse. Processing then continues at block 170 as discussed hereinbelow. 
^0 [0048] However, if faults still exist in block 166. then a loop back to step 158 is performed wherein TDR V is again 
decremented to further lower the test threshold. The looping through blocks 158-166 continues until such'time as no 
further faults are detected, whereupon the negative magnitude fault will have been determined in accordance with the 
values set in the previous iteration. 

[0049] Referring still to FIG. 7. block 170 determines the largest fault by finding the greater of the positive magnitude 
fault and the absolute value of the negative magnitude fault. The delay to the largest fault is then also set to be the 
associated delay with the largest magnitude fault value. The process of finding the largest fault Is then completed 
[0050] Once the largest fault has been found, successive smaller faults can be located by masking off the largest 
fault previously located and searching for other faults. This masking is accomplished by the counter and interpolator 
89 (FIG. 2) wherein the delay time to the largest fault is supplied to the interpolator in conjunction with a mask signal 
such that the interpolator will ignore the detection by comparator 88 of reflected energy from the largest fault and will 
detennine the delay time to other faults which may be present. 

[0051] By successively performing these steps, masking off various located faults, all of the faults which may be 
present in a particular cable may be located and determined. 

[0052] Refening now to FIG. 8. a block diagram of a particular implementation of the window timing circuit 76, the 
operation thereof for the detection of collisions and generation of the collision detection signal 86 (FIG. 2) will be further 
described. The collision timing circuit receives leading edge signal 74 (generated by pulse generator 60 of FIG 2) to 
one input of OR gate 172. The output of OR gate 172 is supplied as a data input to a flip-flop 174 while the output of 
the flip.flop IS supplied as a second input to OR gate 172. The flip-flop also receives a clocking signal and a reset signal 
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77. The output of the flip-flop Is further provided as an Input to a first leg of AND gate 176 wherein the output of AND 
gate 176 is received on the count enable line of ripple counter 178. The ripple counter also suitably receives a dock 
input and reset input 77. In the particular embodiment, ripple counter 178 is an 8-bit ripple counter (thereby counting 
from 0 to 255) and the high data bit output line thereof is supplied to an inverter 180 whereupon the inverter output is 
received by ripple counter 182 as a clock input thereto. The count enable line of ripple counter 182 is set to TRUE 
while reset signal 77 is also supplied to the ripple counter 182. Ripple counter 182 is suitably a 4-bit counter (thereby 
counting from 0 to 15) and the bit zero output line thereof is supplied as a clocking input to flip-flop 184 while the bit 
three output line of counter 182 Is supplied as a clock input to flip-flop 186. Both flip-flops 184 and 186 receive the 
reset signal 77 and the data Input to both flip-flops is set to TRUE. The output of flip-flop 184 comprises a window 1 
signal and is supplied as an input to one leg of three input AND gate 190 while the output of flip-flop 186 is inverted 
by inverter 188 whereupon the inverted output thereof is provided to a second input leg of AND gate 190. The inverted 
output of flip-flop 186 is also supplied as the second input to AND gate 176. The third input to three input AND gate 
190 comprises the BNCNRG signal 84 as generated by comparator 82 (FIG. 2). The output of three input AND gate 
190 is supplied as input to OR gate 192 whereupon flip-flop 194 receives the output of OR gate 192 as its data input. 
Clock and reset signals are provided also to flip-flop 194 while the output of flip-flop 194 is fed back to comprise the 
second input to OR gate 192. The output of flip-flop 194 is further provided as the collision signal 86. 
[0053] The operation of the circuitry of FIG. 8 will now be described. Prior to operation, the reset signal 77 (RST) is 
asserted whereby the various counters and flip-flops are reset such that their output lines are respectively logic zeros. 
Upon generation of a TDR pulse, the leading edge signal 74 is set to be logical one whereupon the output of OR gate 
172 becomes high. The flip-flop 174 then has its output go high (in time with the clock signal CLK). Since the output 
of the flip-flop is fed back to OR gate 172, the data input to flip-flop 174 remains high until a reset occurs, since one 
leg of the OR gate will remain high even after the leading edge signal 74 is removed. Once the output of flip-flop 174 
goes high, both legs of AND gate 176 are then high, since the flip-flop output comprises a first input to the AND gate 
and the inverted output (via inverter 188) of flip-flop 186 is the second input to the AND gate, and the flip-flop 186 has 
previously been reset to have a zero output, resulting in a logical one as the second input to AND gate 176. When the 
output of AND gate 176 goes high, then the count enable line of ripple counter 178 goes high, whereupon the ripple 
counter begins its count cycle in accordance with the clock signal CLK. The high bit data line of the ripple counter is 
acquired as output so the ripple counter will provide a delay by counting from 00000000 binary to 01111111 binary 
before the bit 7 data line goes high. Once the bit 7 data line (DATA 7) goes high, the clock input to ripple counter 182 
will go low (since inverter 180 is interposed between the two ripple counters). Ripple counter 178 continues to count 
and when the count rolls over from 11111111 to 00000000. the bit 7 data line will go low. which will result in the bit zero 
output of counter 182 going high and accordingly the clock input to flip-flop 184 changing state whereupon the output 
of flip-flop 184 will go high (since the data input is tied to a logical one). This signal as conveyed to three input AND 
gate 190 comprises the window 1 enable signal which results in the beginning of the window timing to look for collision 
35 data (BNCNRG) on the Ethernet. Since flip-flop 186 is initially set to zero, the output of inverter 188 is one, so two of 
the three inputs to AND gate 190 are both logical ones. Therefore, assertion of the BNCNRG signal 84 (which occurs 
if comparator 82 (FIG. 2) detects any transmissions on the Ethernet) will result in the output of AND gate 1 90 being 
set to logical one. 

[0054] The function of ripple counter 178 is to divide the clock input to ripple counter 182 such that a sufflcient delay 
occurs before the window 1 signal is asserted and subsequently deasserted. As ripple counter 178 continues to cycle 
through its counting, every 128 counts the high bit output of the ripple counter will change state, changing the state of 
the clock to ripple counter 1 82. Thus, ripple counter 1 82 will count at a much slower rate than counter 178 since counter 
182 has a much slower clock rate. 

[0055] Once the ripple counter 182 has counted such that its high output bit (DATA 3) becomes logical one. the 
output of flip-flop 186 will go high and as inverted by inverter 188, the third input to AND gate 190 will go low, thereby 
closing the window for observing the possibility of collision of the TDR pulse with other data on the network. Simulta- 
neously with the output of flip-flop 186 going high and subsequently the output of inverter 188 going low, AND gate 
176 has its output go low since one of the inputs thereto is now low. and the count enable line of ripple counter 1 78 is 
thereby deasserted, resulting in counting stopping. The flip-flop 186 through its inverter 188 in conjunction with AND 
gate 176 thereby halts any subsequent state change of the output of flip-flop 184 or flip-flop 186 such that no further 
energy appearing on the network (via BNCNRG signal 84) will be observed as colliding with the TDR pulse. 
[0056] Refen-ing again to the state where both the output of flip-flop 184 and the inverted output of flip-flop 186 are 
providing logical one inputs to AND gate 190, if any data is detected on the network via BNCNRG. the output of AND 
gate 1 90 will go high. Subsequently, the output of OR gate 1 92 will also go high and the flip-flop 1 94 will have its output 
55 become TRUE, the output remaining TRUE since it is fed back as one input to OR gate 192 to ensure that the data 
input to the flip-flop 194 remains high until such time as a reset occurs. This output of flip-flop 194 is provided as the 
collision signal 86 indicating that a collision between the TDR pulse and a frame of data on the network has likely 
occurred. This collision signal 186 is then supplied to a second window timer 94 (FIG. 2) which controls the timing of 
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the FORCE.B signal assertion used to apply the collision enforcement bias signal to the network via transistors 106 
and 102 (as discussed hereinabove in conjunction with FIG. 3). The window timer 94 may also suitably comprise ripple 
counters with appropriate timing to generate the required length of assertion of the FORCE_B signal As noted here- 
inabove, this required length is suitably 12-byte times in an Ethemet system which in a 10 megabit per second system 
would comprise 9.6 microseconds. 

10057] It will be understood that an instrument in accordance with the present invention may operate as a node and 
send and receive traffic as appropriate. However, such a state is incompatible with the TOR mode, since when In the 
TDR mode, the Ethemet cable needs to be terminated with the proper Impedance (I.e.. at 50 OHMS) so as not to 
generate multiple reflections as would give inaccurate TDR readings. On the other hand, when receiving and sending 
traffic, the apparatus needs to function as a node which is a high impedance path. In such a situation, the apparatus 
provides the appropriate high impedance, 

[0058] Accordingly, the present embodiment is an instrument that performs time-domain reflectometry on an oper- 
ating networi< without causing bit errors as would go undetected by the media access control level protocol. Any data 
frame that is transmitted by a station on the networi< as may have a bit error caused by the time-domain reflectometry 
pulse from the instrument is intentionally collided with and results in retransmission of the data frame by the transmitting 
station at a much lower level in the protocol stack. Therefore, since Ethemet is designed to efficiently use collisions 
for regulating access to the networi<, retransmission occurs quickly, typically In microseconds. 
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1 . A method of performing time domain reflectometry on a networic, wherein the networi^ comprises multiple stations 
(112) interconnected by a data link (110. 118), the method comprising the step of: 

generating a pulse on the data link; and being characterised by the steps of: 

detecting potential collision between the pulse and other transmission data on the data link; and 
forcing a collision if the result of said detecting step is that such a potential collision has occurred. 

2. The method according to claim 1 wherein said generating step comprises sending said pulse through a crossover 
network (64). 

3. The method according to claim 1 wherein said forcing step comprises applying a bias to the data link for a sufficient 
length of time to allow alt stations (112) on the data link to detect a collision. 

4. The method according to claim 3 wherein said bias comprises a DC bias. 

5. The method according to claim 3 wherein said bias is applied through a crossover networi< (64). 

6. The method according to claim 1 wherein the networt; used is an Ethernet network. 

7. The method according to any preceding claim, including the step of waiting for a clear channel on the data link 
(110. 118) before generating said pulse. 

8. A time domain reflectometer for performing time domain reflectometry on an active networi<. wherein the network 
comprises multiple stations (112) interconnected by a data link (110. 118). the reflectometer comprising: 

a pulse generator (60) for generating a time-domain reflectometry pulse; 
receiving means (80, 88) for receiving reflected time-domain reflectometry pulses; 

means (64) for coupling said pulse generator (60) and the generated pulse to the data link, and for coupling 

said receiving means (80, 88) to the data link; and 

collision forcing means (71, 72. 94) for forcing a collision on the data link; 

characterised by collision detection means (76, 78,82) for determining whether a pulse has potentially col- 
lided with transmissions from stations on the data link, said collision forcing means (71. 72, 94) being arranged to 
operate in response to an output of said collision detecting means (76, 78. 82). 

9. A time domain reflectometer according to claim 8 wherein said coupling means (64) comprises a crossover network. 
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10. A time domain reflectometer according to claim 8 or 9. wherein said coupling means (64) terminates the network 
with a desired impedance. 

11. A time domain reflectometer according to claim 8, 9 or 10 wherein said collision forcing means (71. 72, 94) is 
coupled to said coupling means (64) and forces a collision by applying a bias to the data link through said coupling 
means (64). 

12. A time domain reflectometer according to any one of claims 8 to 11, including means (82) for causing the pulse 
generator (60) to generate the time-domain reflectometry pulse after detecting a clear channel on the data link 
(110, 118). 

13. A time domain reflectometer according to. any one of claims 8 to 12 wherein said network comprises an Ethernet 
network. 

14. A time domain reflectometer for performing time domain reflectometry on an active network, the reflectometer 
comprising: 
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a crossover network (64) for conveying time-domain reflectometry pulses to the network and for receiving 
reflected time-domain reflectometry pulses from the network; and 
a collision enforcement circuit (71. 72, 94) for forcing a collision; 

characterised in that the collision enforcement circuit (71, 72, 94) is connected to the crossover network 
(64) and arranged to drive the crossover network (64) to force a collision if a time-domain reflectometry pulse has 
corrupted network traffic. 

15. A time domain reflectometer according to claim 14 wherein said active network comprises an Ethernet. 



16. A time domain reflectometer according to claim 14 or 15 wherein said crossover network (64) connects to the 
network and comprises a system providing a desired AC impedance tennination and a desired DC impedance 

30 termination. 

17. A time domain reflectometer according to claim 14, 15 or 16 wherein said collision enforcement circuit (71 . 72, 94) 
comprises a DC bias generator, wherein said collision enforcement circuit applies a DC bias to the crossover 
network (64) to simulate a collision enforcement transmission on the network. 



18. A time domain reflectometer according to claim 17 wherein said DC bias generator applies a DC bias of approxi- 
mately -1 volt to the network. 



19. A time domain reflectometer according to claim 17 or 18 further comprising a timing circuit (94) for governing the 
duration of the DC bias applied to the network. 

20. A time domain reflectometer according to claim 17, 18 or 19 further comprising a collision detector (76, 78, 82) for 
detecting collisions between time-domain reflectometry pulses and network traffic, wherein said DC bias generator 
is responsive to said collision detector (76, 78. 82) for applying the DC bias when collisions are detected. 

21. A time domain reflectometer according to any one of claims 14 to 20. including means (60, 82) for detecting a 
period when no traffic Is present on the network and for generating a time domain reflectometry test pulse when 
no trafflc is present. 
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Patentanspruche 

1. Verfahren zur Durchfuhrung einer Zeitbereichsreflektometrie bei einem Netz. wobei das Netz mehrere durch eine 
Datenverbindung (110, 118) verbundehe Stationen (112) umfalit. mitdem Schritt: 

55 

Erzeugen eines Impulses auf der Datenverbindung; und gekennzeichnet durch die Schritte: 

Erfassen einer potentiellen Kollision zwischen dem Impuls und anderen Obertragungsdaten auf der Da- 



12 



EP 0 691 546 B1 



tenverbindung; und 

Erzwingen einer Kollision. falls das Ergebnis des Erfassungsschritts darin besteht. daB eine derartige 
potentielle Kollision aufgetreten ist. 

2. Verfahren nach Anspmch 1 , wobel der Erzeugungsschritt ein Senden des Impulses uber ein Obergangsnetz (64) 
umfaBt. ^ ' 

3. Verfahren nach Anspruch 1. wobei der Erzwingungsschritt ein Zufuhren einer Vorspannung zu der Datenverbin- 
dung fur eIne ausreichende Zeitdauer umfalit, urn alien Stationen (112) an der Datenverbindung eine Erfassung 
einer Kollision zu ermogllchen. 

4. Verfahren nach Anspruch 3, wobei die Vorspannung eine Gleichspannungsvorspannung umfaBt. 

5. Verfahren nach Anspruch 3, wobei die Vorspannung uber ein Obergangsnetz (64) zugefuhrt wird. 

6. Verfahren nach Anspruch 1, wobei das venwendete Netz ein Ethemet-Netz ist. 

7. Verfahren nach einem der vorstehenden Anspruche, mit dem Schritt des Wartens auf einen freien Kanal auf der 
Datenverbindung (110. 118) vor dem Erzeugen des Impulses. 

8. Zeitbereichsreflektometer zur Durchfuhrung einer Zeitbereichsrefleklometrie bei einem aktiven Netz, wobei das 
Netz mehrere durch eine Datenverbindung (110, 118) verbundene Stationen (112) umfalit, mit: 

einer Impulserzeugungseinrichtung (60) zum Erzeugen eines Zeitbereichsreflektometrieimpulses; 
einer Empfangseinrichtung (80. 88) zum Empfangen reflektierter Zeitbereichsreflektometrieimpulse; 
einer Einrichtung (64) zum Koppein der Impulserzeugungseinrichtung (60) und des erzeugten Impulses mit 
der Datenverbindung und zum Koppein der Empfangseinrichtung (80, 88) mit der Datenverbindung; und 
einer Kollislonserzwingungseinrichtung (71, 72. 94) zum Erzwingen einer Kollision auf der Datenverbindung; 
gekennzelchnet durch eine Kollisionserfassungseinrichtung (76. 78. 82) zum Bestimmen. ob ein Impuls po- 
tentieil mit Obertragungen von Stationen an der Datenverbindung kollidiert ist. wobei die Kolllsionserzwin- 
gungseinrichtung (71. 72, 94) zum Arbeiten im Ansprechen auf eine Ausgabe der Kolllslonserfassungsein- 
richtung (76, 78. 82) ausgelegt ist. 

9. Zeitbereichsreflektometer nach Anspruch 8, wobei die Kopplungseinrichtung (64) ein Obergangsnetz umfalit. 

10. Zeitbereichsreflektometer nach Anspruch 8 Oder 9, wobei die Kopplungseinrichtung (64) das Netz mit einer ge- 
wunschten Impedanz abschlieUt 

11. Zeitbereichsreflektometer nach Anspruch 8. 9 oder 10, wobei die Kollisionserzwingungseinrichtung (71. 72, 94) 
mit der Kopplungseinrichtung (64) gekoppelt ist und eine Kollision erzwingt, indem sie der Datenverbindung Qber 
die Kopplungseinrichtung (64) eine Vorspannung zufuhrt, 

12. Zeitbereichsreflektometer nach einem der Anspruche 8 bis 11. mit einer Einrichtung (82) zum Veranlassen der 
Impulserzeugungseinrichtung (60) zum Erzeugen des Zeitbereichsreflektometrieimpulses nach einer Erfassung 
eines freien Kanals auf der Datenverbindung (110, 118). 

13. Zeitbereichsreflektometer nach einem der Anspruche 8 bis 12, wobei das Netz ein Ethernet-Netz umfafXt. 

14. Zeitbereichsreflektometer zur Durchfuhrung einer Zeitbereichsreflektometrie bet einem aktiven Netz, mit: 

einem Obergangsnetz (64) zum Obertragen von Zeitbereichsreflektometrieimpulsen zu dem Netz und zum 
Empfangen reflektierter Zeitbereichsreflektometrieimpulse von dem Netz; und 
einer Kollislonserzwingungsschaltung (71. 72, 94) zum Erzwingen einer Kollision; 

dadurch gekennzelchnet, daB die Kollisionserzwingungsschaltung (71, 72. 94) mit dem Obergangsnetz 
(64) verbunden ist und zum Ansteuern des Obergangsnetzes (64) zum Erzwingen einer Kollision, falls ein Zeitbe- 
reichsreflektometrieimpuls den Netzverkehr verfalscht hat. ausgelegt ist. 
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15. Zeitbereichsreflektometer nach Anspnjch 14, wobei das aktive Netz ein Ethernet umfafit. 

16. Zeitbereichsreflektometer nach Anspruch 14 oder 15, wobei das Ubergangsnetz (64) mit dem Netz verbunden ist 
und ein System umfaBt. das einen gewunschten Wechselstromimpedanzabschlua und einen gewiinschten Gieich- 
stromimpedanzabschlufl bereitstellt. 

17. Zeitbereichsreflektometer nach Anspruch 14, 15 oder 16. wobei die Kollislonserzwingungsschaltung (71, 72, 94) 
eine Gleichspannungsvorspannungserzeugungseinrichtung umfaSt, wobei die Kollislonserzwingungsschaltung 
dem Obergangsnetz (64) eine Glelchspannungsvorspannung zufuhrt, urn eine Kollisionserzwingungsubertragung 
auf dem Netz zu simulieren. 

18. Zeitbereichsreflektometer nach Anspruch 17, wobei die Gleichspannungsvorspannungserzeugungseinrichtung 
dem Netz eine Glelchspannungsvorspannung von annahernd -1 Volt zufuhrt. 

19. Zeitbereichsreflektometer nach Anspruch 17 oder 18, ferner mit einerZeltablaufsteuerschaltung (94) zum Steuern 
der Dauer der dem Netz zugefuhrten Glelchspannungsvorspannung. 

20. Zeitbereichsreflektometer nach Anspruch 17, 18 Oder 19, ferner mit einerKollisionserfassungseinrichtung (76, 78, 
82) zum Erfassen von Kollisionen zwischen Zeitbereichsreflektometrieimpulsen und Netzverkehr, wobei die 
Gleichspannungsvorspannungserzeugungseinrichtung zum Zufuhren der Gleichspannungsvdrspannung, wenn 
Kollisionen erfaRt warden, auf die Kollisionserfassungseinrichtung (76, 78, 82) anspricht. 

21. Zeitbereichsreflektometer nach einemder Anspruche 14 bis 20. mit einer Einrichtung (60. 82) zum Erfassen einer 
Periode, in der kein Verkehr auf dem Netz vorhanden ist, und zum Erzeugen eines Zeitbereichsreflektometriete- 
stimpulses, wenn kein Verkehr vorhanden ist. 



Revendications 

1. Proc6d6 pour r^aliser une reflectometrie temporelle sur un reseau, dans lequel le r§seau comprend plusieurs 
stations (112) reliees entre elles par une liaison de donnees (110, 118). le proc6d6 comprenant r§tape de : 

generation d'une impulsion sur la liaison de donn6es; et 6tant caractSris6 par les etapes de : 

detection d'une collision potentielle entre I'impulsion et d'autres donnees transmises sur la liaison de don- 
nees; et 

execution d'une collision si le r6sultat de ladite dtape de detection est que cette collision potentielle a eu 
lieu. 

2. Proc6d6 selon la revendication 1 , dans lequel ladite etape de generation comprend renvoi de ladite impulsion par 
rintermediaire d'un reseau de jonction (64). 

3. Proc6d6 selon la revendication 1, dans lequel ladite etape d*ex6cution comprend I'application d'une polarisation 
k la liaison de donn6es pendant une p6riode de temps suffisante pour pemnettre ^ toutes les stations (112) situ^es 
sur la liaison de donnees de detector une collision. 

4. Precede selon la revendication 3. dans lequel ladite polarisation comprend une polarisation continue. 

5. Precede selon la revendication 3, dans lequel ladite polarisation est appliquee par rintermediaire d'un reseau de 
jonction (64). 

6. Precede selon la revendication 1 , dans lequel le reseau utilise est un reseau Ethernet. 

7. Precede selon I'une quelconque des revendications precedentes, comprenant I'etape d'attenle d'un canal libra sur 
la liaison de donnees (110. 118) avant de generer ladite impulsion. 

8. Reflectometre tempore! pour r6aliser une reflectometrie temporelle sur un reseau actif, dans lequel ie reseau 
comprend de multiples stations (112) reliees entre elles par une liaison de donnees (110, 118), le reflectometre 
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comprenant : 

un gen^rateur d'impulsions (60) destine h g§nerer une impulsion de r6flectometrie temporelle; 
des moyens de reception (80, 88) destines a recevoir des impulsions de reflectometrle temporelle r6flechies- 
des moyens (64) destines a relier ledit generateur d'impulsions (60) et rimpulsion g§ner^e k la liaison de 
donn§es, et lesdits moyens de r6ception (80, 88) d la liaison de donnees; et 

des moyens d'ex6cution de collision (71. 72. 94) destines d ex6cuter une collision sur la liaison de donnees; 

caracterise par des moyens de detection de collision (76, 78. 82) destines k determiner si une impulsion 
est potentiellement entr6e en collision avec des transmissions provenant de stations situees sur ia liaison de 
donn§es. lesdits moyens d'execution de collision (71. 72, 94) etant congus pour agir en r6ponse k une sortie 
desdits moyens de detection de collision (76. 78. 82). 

9. R6flectomdtre temporel selon la revendication 8. dans lequel lesdits moyens de liaison (64) comprennent un r6seau 
*5 de jonction. 

10. Reflectom^tre temporel selon la revendication 8 ou 9. dans lequel lesdits moyens de liaison (64) terminent le 
reseau par une impedance vouiue. 
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20 11. R6f lectometre temporel selon la revendication 8. 9 ou 1 0. dans lequel lesdits moyens d'ex6cution de collision (71 , 
72. 94) sont reli6s auxdits moyens de liaison (64) et ex6cutent une collision en appliquant une polarisation d la 
liaison de donn6es par llnterm^diaire desdits moyens de liaison (64). 

12. R6flectomfetre temporel selon I'une quelconque des revendications 8 a 11. comprenant des moyens (82) destines 
• ^ obliger le generateur d'impulsions (60) a g6n6rer Hmpulsion de r6flectom6trie temporelle apr§s la detection d'un 

canal libra sur la liaison de donnees (110, 118). 

13. Reflectometre temporel selon I'une quelconque des revendications 8^12. dans lequel ledit r6seau comprend un 
r6seau Ethernet. 

14. Reflectometre temporel pour r6aliser une reflectometrie temporelle sur un reseau actif. le reflectometre 
comprenant : 

un r6seau de jonction (64) destin6 S acheminer des impulsions de reflectometrie temporelle jusqu'au r6seau 
et a recevoir des impulsions de reflectometrie temporelle refl^chies k partir du r6seau; et 
un circuit d'ex6cution de collision (71 , 72, 94) destin6 h ex6cuter une collision; 

caracterise en ce que le circuit d'ex6cution de collision (71 . 72, 94) est reli6 au reseau de jonction (64) et 
congu pour contraindre ce dernier k executer une collision si une impulsion de reflectometrie temporelle a alter6 
^0 le trafic du reseau. 

15. R6f!ectom6tre temporel selon la revendication 14, dans lequel ledit r6seau actif comprend un r6seau Ethernet. 

16. R6flectom6tre temporel selon la revendication 14 ou 15, dans lequel ledit reseau de jonction (64) est reli6 au 
reseau et comprend un syst6me qui assure une terminaison par impedance altemative vouiue et une terminaison 
par impedance continue vouiue. 

17. Reflectometre temporel selon la revendication 14. 15 ou 16, dans lequel ledit circuit d'execution de collision (71, 
72, 94) comprend un generateur de polarisation continue, et dans lequel ledit circuit d'ex§cution de collision ap- 
plique une polarisation continue au reseau de jonction (64) pour simuler une transmission d'ex§cution de collision 

sur le reseau. 

18. Reflectometre temporel selon la revendication 17, dans lequel ledit generateur de polarisation continue applique 
une polarisation continue d'approximatlvement -1 volt au reseau. 

19. Reflectometre temporel selon la revendication 17 ou 18, comprenant §galement un circuit de mesure de temps 
(94) destine e r6gir la duree de I'application de la polarisation continue au reseau. 
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20. Reflectometre temporel selon la revendication 17, 18 ou 19, comprenant §galement un detecteur de collision (76. 
78. 82) destine a detecter des collisions entre des impulsions de r6flectometrie temporelle et le trafic du reseau! 
(edit g6nerateur de polarisation continue etant sensible audit d§tecteur de collision (76. 78, 82) pour appllquer la 
polarisation continue lorsque des collisions sont detectees. 

21. Reflectometre temporel selon Tune quelconque des revendications 14 a 20, comprenant des moyens (60, 82) 
destines k detecter.une periode pendant laquelie il n'y a pas de trafic sur le r6seau et a gen6rer une impulsion 
d'essai de r^flectom^trie temporelle en Tabsence de trafic. 
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